
OSINT Cheat Sheet 

Search ip/DNS 
Browserleaks.com 

ip-tracker.org 

Viewdns.info/iplocation 

Whoisology.com 

 

UC Email 
Tuta.com 

Proton.me 

GMX.com 

 

UC Social Media Tips 
Choose UC name (Use on all) 

Create UC email (Proton Mail) 

Create VOIP Number (Google Voice or Text Now) 

Avoid login from known device 

Use different web browser 

Use non-people profile pic 

Facebook set up do not use VPN 

 

UC Name Generators 
Fakenamegenerator.com 

Fakeinfo.net 

Fauxid.com 

 

Google Search Tips 
Put it in quotes 

Remove word hyphen (-) then word 

Add multiple words comma after each 

“Tool” then “Any Time” for timeframe 

Asterisk between name – Wildcard 

Site:(website) “Word or name searching for” (Site Index Search) 

Allintext: “Words or name searching for” (Exact search on web) 

 

Phone Number Lookup 
Phonelookup.lexisnexisrisk.com/login (ZETX) 

Leadsonline.com (Cell Hawk) 

Hiya App 

 

 

 

 

 

 



Additional Resources 
Webmii.com (Videos/Images on social media) 

Facecheck.id (Facial Recognition) 

Search By Image (Facial Recognition - Google Chrome Extension) 

Whatsmyname.app (Social Media Username Search) 

Checkusernamess.com (Social Media Username Search) 

Namevine.com (Social Media Username Search) 

Opencorporates.com (Business & LLC finder in ALL states) 

Epieos.com (Search Email Addresses) 

Hunter.io (Business email identifier – Google Chrome Extension) 

Grabify (Send link – intercept device info)  

Takeout.google.com (Extract all data Google related from computer) 

le.fbi.gov/informational-tools/leep (Formerly NDCAC) 

Social-searcher.com (Search social media on one dashboard) 

Classmates.com (Search photos in yearbooks) 

Ripoffreport.com (Like the Better Business Bureau for the internet) 

Cash App (Search Phone number, name or email) 

Boardreader.com (Forums Search) 

Search.carrot2.org/#/search/web (SM username search) 

Idcrawl.com (SM name search) 

Searchpof.com (SM name search)  

Instant Data Scraper (Scrape data from Websites & SM – Google Chrome Extension) 

Search.org (Businesses LE contacts/instructions) 

 

Facebook 
Findidfb.com (Identify Facebook ID number) 

Intelx.io (Facebook Graph Search) 

Extract Video: 

1. Right click on video & copy URL 

2. Paste URL in new Google page 

3. Replace “www” with “mbasic” hit enter 

4. Right click on video “Save as” 

Fdownloader.net (Video Extractor) 

 

Twitter / X 
Reminder X is sensitive to exact spelling 

Locate previous tweets from location  

1. Search in Twitter / X search bar 

2. Sample: geocode:32.828955,-96.872213,.5km 

Twitter / X Advanced Search 

Username Mention (To:username or From:username in search bar)  

Tweethunter.io (ID# and Video Extractor) 

Birdhunt.huntintel.io (Live Twitter / X feed) 

 

 

 



Instagram 
Save-free.com (Extract profile pic) 

Mediamister.com/find-instagram-user-id (Get Instagram ID#) 

Gramsnap.com (Extract videos from Instagram) 

Imginn.com (IG Photo Viewer & Downloader) 

IG Follower Export Tool (Google Chrome Extension) 

 

TikTok 
Tiktok.com/@Username (Open profile by username) 

osintcombine.com/free-osint-tools/tiktok-quick-search (User ID#) 

Site:tiktok.com intext:@username -intitle:”username” inurl:video (Extract user mentions) 

Exportcomments.com (Extract comments from post) 

Bellingcat.github.io/tiktok-timestamp (Video Upload Timestamp) 

 

OnlyFans 
Onlysearch.co 

Fansmetrics.com 

Findr.fans 

Hubite.com 

 

Reddit 

Redective.com (Search Tool) 

Repostsleuth.com (Search Tool)  

 

Human Trafficking/Vice/ICAC 
Theeroticreview.com (Prostitute Review Search) 

Theotherboard.com (Prostitute Review Search) 

Chat-avenue.com (Children’s Chatrooms Where Pedophiles Go) 

Humantraffickingsearch.org (HT Resources) 

Nsopw.gov (National Sex Offender Public Website) 

Familywatchdog.us (Sex Offender Residing) 

 

Court, Political & Death Records 

Pacer.uscourts.gov 

Courtreference.com 

Blackbookonline.info 

Vinelink.com (Inmate Info & Release Notification) 

Judyrecords.com 

Foia.gov 

Ustaxcourt.gov 

Bop.gov (Federal inmate search) 

locator.ice.gov/odls/#/search (ICE Detainee Locator) 

Arrests.org (Mugshot photos) 

Openpayrolls.com  

Bbb.org (Better Business Bureau) 

Littlesis.org (Political search) 

Opensecrets.org (Political search) 



Start.umd.edu/gtd (Global terrorism database) 

Genealogybank.com/explore/ssdi/all (Death search) 

Legacy.com (Death search) 

 

Voter Records 
Voterrecords.com 

Voteref.com 

 

Archived Newspapers 
News.google.com/newspapers 

Fultonhistory.com/Fulton.html 

Stparchive.com/landing.php 

 

Maps 

Wikimapia.org 

Data.mashedworld.com/dualmaps/map.htm (Interactive Map) 

Usa.liveuamap.com (Live crime site) 

 

Car Rental Receipt Identifier 
Enterprise.com/en/home.html 

Alamo.com/en/reserve/past-trips-look-up.html 

Dollar.com/Reservations/Receipt.aspx 

Hertz.com/rentacar/reservation/receipt/search.do 

Thrifty.com/Reservations/OnlineReceipts.aspx 

Flightaware.com (Flight Identifier & Tracker) 

 

Video/Audio 
Itemfix.com (Formerly Live Leak) 

Soundcloud.com (Words from music, bio’s, followers) 

Reverbnation.com (Words from music, bio’s, followers) 

YouTube.com (Words from music, bio’s, followers) 

Earthcam.com (Live camera feed) 

Kartaview.org (Photo’s taken in traffic) 

 

Metadata Extraction 
Pic2map.com (Photo metadata extractor) 

Exifdata.com (Photo metadata extractor) 

Metadata2go.com (Video metadata extractor) 

Extract.pics (Image Extractor from Websites/Social Media) 

 

OSINT Tools 
Osintframework.com (People search sites tool) 

Inteltechniques.com - Click on Tools (People search sites tool) 

Osint.industries (Social Media Search Tool) 

 

 



Free AI Tools For OSINT 
Perplexity.ai 

Copilot.Microsoft.com 

Chatgpt.com 

Grok.com 

Gemini.google.com 

iask.ai 

 

Best People Search Sites 
Thatsthem.com   Mylife.com   Searchpeoplefree.com 

Nuwber.com    usa-official.com  Whitepages.com  

Familytreenow.com    spydialer.com    Fastpeoplesearch.com 

Advancedbackgroundchecks.com Truepeoplesearch.com Infospace.com 

 

Other People Search Sites 
Spokeo.com    Peoplefinder.com  Ancestry.com 

10digits.com    411.com   anywho.com 

Addresses.com   Archives.com   beenverified.com  

Instantcheckmate.com  Intelius.com   Reversephonecheck.com 

Peoplesmart.com   Peoplewhiz.com  Pipl.com 

Radaris.com    Socialcatfish.com  Spyfly.com 

USphonebook.com   Ufind.name   Zabasearch.com 

Peoplesearchnow.com  Truthfinder.com  Peekyou.com 


